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IMPORTANBAFETY INSTRUCTIONS

Notice to Installers

IMPORTANT SAFETY INSTRUCTIONS

The servicing instructions in this notice are for use by qualified service personnel only. To reduce the
risk of electric shock, do not perform any servicing othe r than that contained in the operating

instructions, unless you are qualified

Note to System Installer

For this apparatus, the coaxial cable shield/
screen shall be grounded as close as practical
to the point of entry of the cable into the building.
For products sold in the US and Canada, this
reminder is provided to call the system installer's
attention to Article 820-93 and Article 820-100 of
the NEC (or Canadian Electrical Code Part 1),
which provides guidelines for proper grounding
of the coaxial cable shield.

This symbol is intended to alert you that
uninsulated voltage within this product may

Therefore, it is dangerous to make any kind of
contact with any inside part of this product.

have sufficient magnitude to cause electric shock.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

to do so.
AVIS

RISQUE DE CHOC ELECTRIQUE
NE PAS OUVRIR

CAUTION: To reduce the risk of electric
shock, do not remove cover (or back).
No user-serviceable parts inside. Refer
servicing to qualified service personnel.

WARNING
TO PREVENT FIRE OR ELECTRIC SHOCK,
DO NOT EXPOSE THIS UNIT TO RAIN OR
MOISTURE.

This symbol is intended to alert you of
the presence of important operating and
maintenance (servicing) instructions in
the literature accompanying this product.
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aucune intervention autre que celles décrites dans le mode d'emploi et les instructions relatives au
fonctionnement, a moins que vous ne soyez qualifié pour ce faire.

Remarque a I'attention de I'installateur
du systeme

Avec cet appareil, le blindage/écran du cable
coaxial doit étre mis a la terre aussi prés que
possible du pointd’'entrée ducabledans le
batiment. En ce qui conceme les produits vendus
aux Etats-Unis et au Canada, ce rappel est fourni
pour attirer I'attention de l'installateur sur les
articles 820-93 et 820-100 du Code national de
I'électricité (ou Code de I'électricité canadien,
Partie 1) qui fournissent des lignes directrices
concemnant la mise a la terre correcte du blindage
(écran) du cable coaxial.

Ce symbole a pour but de vous prévenir que
des tensions électriques non isolées existent a
I'intérieur de ce produit, pouvant étre d'une
intensité suffisante pour causer des chocs
électriques. Il est donc dangereux d'établir un
contact quelconque avec I'une des piéces
comprises a l'intérieur de ce produit.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

DANGER ELECTRIQUE
NE PAS OUVRIR

ATTENTION : Pourréduirelesrisquesdechocs
électriques, ne pas enlever le couvercle (ou le panneau
arrieére). Ne contientaucune piéceréparable par
I'utilisateur. Confier les interventions aux techniciens
dentretien qualifiés.
AVERTISSEMENT

POUR EVITER LES INCENDIES OU LES CHOCS ELECTRIQUES,
NE PAS EXPOSER L'APPAREIL A LA PLUIE OU A LHUMIDITE.

Ce symbole a pour but de vous prévenir de la présence
d'instructions importantes relatives au fonctionnement
ou a I'entretien (et aux réparations) dans la documen-
tation accompagnant ce produit.
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IMPORTANT SAFETY INSTRUC

Mitteilung fur CATRéchniker

Die in dieser Mitteilung aufgeflihrten Wartungsanweisungen sind ausschlieBlich fir qualifiziertes
Fachpersonal bestimmt. Um die Gefahr eines elektrischen Schlags zu reduzieren, sollten Sie keine
Wartungsarbeiten d urchfiihren, die nicht ausdriicklich in der Bedienungsanleitung aufgefuhrt sind,
aulRer Sie sind zur Durchfiihrung solcher Arbeiten qualifiziert.

Mitteilung an den Systemtechniker

Fur dieses Gerdt muss der Koaxialkabelschutz/
Schirm so nahe wie méglich am Eintrittspunkt
des Kabels in das Geb&dude geerdet werden
Dieser Erinnerungshinweis liegt den in den
USA oder Kanada verkauften Produkten bei
Er soll den Systemtechniker auf Paragraph
820-93undParagraph820-100derUS-
Elektrovorschrift NEC (oder der kanadischen
Elektrovorschrift Canadian Electrical Code Teil 1)
aufmerksam machen, in denen die Richtlinien
fur die ordnungsgemafe Erdung des Koaxial-
kabelschirms festgehalten sind.

Dieses Symbol weist den Benutzer auf das
Vorhandensein ven nicht isolierten gefahrlichen
Spannungen im Gerat hin, die Stromschléage
verursachen kénnen. Ein Kontakt mitden
internen Teilendieses Produktesist mit
Gefahren verbunden.

CAUTION

A A
DO NOT OPEN
ACHTUNG
STROMSCHLAGGEFAHR,
ACHTUNG: Zur Vermeidung eines Stromschlags darf
die Abdeckung (bzw. die Geraterickwand) nicht
entfernt werden. Das Gerat enthalt keine vom Benutzer
wartbaren Teile. Wartungsarbeiten dirfen nur von
qualifiziertem Fachpersonal durchgefiihrt werden.
7 WARNUNG
DAS GERAT NICHT REGEN ODER FEUCHTIGKEIT

AUSSETZEN, UM STROMSCHLAG ODER DURCH EINEN
KURZSCHLUSS VERURSACHTEN BRAND ZU VERMEIDEN.

Dieses Symbol weist den Benutzer darauf hin, dass
die mit diesem Produkt gelieferte Dokumentation
wichtige Betriebs- und Wartungsanweisungen fir das
Gerat enthalt.

Aviso a los instaladores de sistemas CATV

Las instrucciones de reparacion contenidas en el presente aviso son pa uso exclusivo por parte de
personal de mantenimiento cualificado. Con el fin de reducir el riesgo de descarga eléctrica, no realice
ninguna otra operacion de reparacion distinta a las contenidas en las instrucciones de funcionamiento, a
menos que poseala cualificacién necesaria para hacerlo.

Nota para el instalador del sistema
En lo que se refiere a este aparato, el blindaje
del cable coaxial debe conectarse a tierra lo
mas cerca posible al punto por el cual el cable
entra en el edificio. En el caso de los productos
vendidos en los EE. UU. y Canada, el presente
aviso se suministra para llamar la atencion del
instalador del sistema sobre los Articulos 820-93
y 820-100 del NEC (o Codigo Eléctrico de
Canada, Parte 1), que proporcionan directrices
para una correcta conexion a tierra del blindaje
del cable coaxial.

Este simbolo tiene como fin advertirle de que
una tension sin aislamiento en el interior de
este producto podria ser de una magnitud
suficiente como para provocar una descarga
eléctrica. Por consiguiente, resulta peligroso
realizar cualquier tipo de contacto con alguno
de los componentes internos de este producto.

CAUTION
A A
DO NOT OPEN
ATENCION
RIESGO DE DESCARGA
ELECTRICA NO ABRIR
ATENCION: con el fin de reducir el riesgo de descarga
eléctrica, no retire la tapa (ni la parte posterior). No
existen en el interior componentes que puedan ser
reparados porelusuario. Encarguesurevisiona
personal de mantenimiento cualificado.
ADVERTENCIA
PARA EVITAR EL RIESGO DE INCENDIO O DESCARGA

ELECTRICA, NO EXPONGA LA UNIDAD A LA LLUVIA O
A LA HUMEDAD.

Este simbolo tiene como fin alertarle de la presencia
de importantes instrucciones de operacion y
mantenimiento (revision) contenidas en la literatura
que acompana al producto

4021192 Rev A
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IMPORTANSAFETY INSTRUCTIONS

IMPORTANT SAFETY INSTRUCTIONS

1) Read these instructions.

2) Keep these instructions.

3) Heed all warnings.

4) Follow all instructions.

5) Do not use this apparatus near water.

6) Clean only with dry cloth.

7) Do not block any ventilation openings. Install in accordance with the manufacturer's

instructions.

8) Do notinstall near any heat sources such as radiators, heat registers, stoves, or othel
apparatus (including am plifiers) that produce heat.

9) Do not defeat the safety purpose of the polarized or grounding -type plug. A
polarized plug has two blades with one wider than the other. A grounding -type
plug has two blades and a third grounding prong. The wide blade or t he third
prong are provided for your safety. If the provided plug does not fit into your
outlet, consult an electrician for replacement of the obsolete outlet.

10) Protect the power cord from being walked on or pinched particularly at plugs,
conveniencereceptacles, and the point where they exit from the apparatus.

11) Only use attachments/accessories specified by the manufacturer.

12) Use only with the cart, stand, tripod, bracket, or table specified by the manufacturer,
or sold with the apparatus. When a cart is used, use caution when moving the
cart/apparatus combination to avoid injury from tip -over.

13) Unplug this apparatus during lightning storms or when unused for long periods of
time.

14) Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way, such as a powersupply cord or plug is
damaged, liquid has been spilled or objects have fallen into the apparatus, the
apparatus has been exposed to rain or moisture, does not operatenormally, or has
been dropped.

Power Source Warning

A label on this product indicates the correct power source for this product. Operate this product only
from an electrical outlet with the voltage and frequency indicated on the product label. If you are
uncertain of the type of power supply to your home or business, consult your service provider or your
local power company.

The AC inlet on the unit must remain accessible and operable at all times.

Ground the Product

WARNING: Avoid electric shock and f ire hazard! If this product connects to coaxial
cable wiring, be sure the cable system is grounded (earthed). Grounding provides some
protection against voltage surges and built -up static charges.

4 4021192 Rev A



IMPORTANT SAFETY INSTRUC

Protect the Product from Lightning

In addition to disconn ecting the AC power from the wall outlet, disconnect the signal inputs.

Verify the Power Source from the On/Off Power Light

When the on/off power light is not illuminated, the apparatus may still be connected to the power
source. The light may go out when the apparatus is turned off, regardless of whether it is still plugged
into an AC power source.

Eliminate AC Mains Overloads

WARNING: Avoid electric shock and fire hazard! Do not overload AC mains, outlets,
extension cords, or integral convenience recep tacles. For products that require battery
power or other power sources to operate them, refer to the operating instructions for
those products.

Provide Ventilation and Select a Location
A Remove all packaging material before applying power to the product.
A Do not place this apparatus on a bed, sofa, rug, or similar surface.
A Do not place this apparatus on an unstable surface.

A Do not install this apparatus in an enclosure, such as a bookcase or rack, unless the installation
provides proper ventilation.

A Do not place entertainment devices (such as VCRs or DVDs), lamps, books, vases with liquids, or
other objects on top of this product.

A Do not block ventilation openings.

Protect from Exposure to Moisture and Foreign Objects

WARNING: Avoid electric shock and fir e hazard! Do not expose this product to
dripping or splashing liquids, rain, or moisture. Objects filled with liquids, such as
vases, should not be placed on this apparatus.

WARNING: Avoid electric shock and fire hazard! Unplug this product before clea  ning.
Do not use a liquid cleaner or an aerosol cleaner. Do not use a magnetic/static cleaning
device (dust remover) to clean this product.

m WARNING: Avoid electric shock and fire hazard! Never push objects through the
openings in this product. Foreign objects can cause electrical shorts that can result in
electric shock or fire.

Service Warnings
WARNING: Avoid electric shock! Do not open the cover of this product. Opening or

removing the cover may expose you to dangerous voltages. If you open the ¢ over, your
warranty will be void. This product contains no user -serviceable parts.

4021192 Rev A 5



IMPORTANSAFETY INSTRUCTIONS

Check Product Safety

Upon completion of any service or repairs to this product, the service technician must perform safety
checks to determine that this product is in prope r operating condition.

Protect the Product When Moving It

Always disconnect the power source when moving the apparatus or connecting or disconnecting
cables.

Telephone Equipment Notice

When using your telephone equipment, basic safety precautions should always be followed to reduce
the risk of fire, electric stock and injury to persons, including the following:

1. Do not use this product near water, for example, near a bath tub, wash bowl, kitchen sink or laundry
tub, in a wet basement or near a swimming pool.

2. Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a
remote risk of electric shock from lightning.

3. Do not use the telephone to report a gas leak in the vicinity of the leak.

CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

SAVE THESE INSTRUCTIONS

20090915_Modem No Battery_Safety
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IMPORTANT SAFETY INSTRUC

United States FCC Compliance

This device has been tested and found to complywith the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed toprovide reasonable
protection against such interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy. If not installed and used in accordance with the
instructions, it may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by
turning the equipment OFF and ON, the user is encouraged to try to correct the interference
by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

> v

Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

A Consult the service provider or an experienced radio/television technician for help.

Any changes or modifications not expressly approved by Cisco Systems, Inc., could void the
user's authority to operate the equipment.

The information shown in the FCC Declaration of Conformity paragraph below is a

requirement of the FCC and is intended to supply you with information regarding the FCC

approval of this device. The phone numbers listed are for F&lated questions only and not

intended for questions regarding the connection or operation for this device. Please contact your
service provider for any questions you may have regarding the operation or installation of this device.

FE€ Declaration of Confuoity

This device complies with Part 15 of FCC DOCSIS Residential Gateway
Rules. Operation is subject to the following two Model: DPC3925EPC3925
conditions: 1) the device may not cause Manufactured by:

harmful interference, and 2) the device must Cisco Systems, Inc.

accept any interference received, including 5030 Sugarloaf Parkway
interference that may cause undesired Lawrenceville, Georgia 30044 USA
operation. Telephone: 770236-1077

Canada EMI Regulation

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la class B est conforme a la norme NMB-003 du Canada.

Dynamic Frequency Selection (DFS) Dual Band Frequencies

Some configurations of this product may operate in the 5150-5250MHz and

54705725MHz bands. If you select a channel in these frequency ranges, the product is
restricted to indoor operation only per FCC guidance. The use of this product on the affected
frequencies when outside is in non-compliance of the FCC regulations and guidelines.



IMPORTANT SAFETY INSTRUC

Radiation Exposu&tatements

Note: This transmitter must not be co-located or operated in conjunction with any other
antenna or transmitter. This equipment should be installed and operated with a minimum
distance of 7.9 inches (20 cm) between the radiator and your body.

us

This system has been evaluated for RF exposure for humans in reference to ANSI C 95.1
(American National Standards Institute) limits. The evaluation was based in accordance with
FCC OET Bulletin 65C rev 01.01 in compliance with Part 2.1091 and Part 15.27The minimum
separation distance from the antenna to general bystander is 7.9 inches (20 cm) to maintain
compliance.

Canada

This system has been evaluated for RF exposure for humans in reference to ANSI C 95.1
limits. The evaluation was based on evaluation per RSS102 Rev 2. The minimum separation
distance from the antenna to general bystander is 7.9 inches (20 cm) to maintain compliance.

EU

This system has been evaluatedfor RF exposure for humans in reference to the ICNIRP
(International Commission on Non -lonizing Radiation Protection) limits. The evaluation was
based on the EN 50385 Product Standard to Demonstrate Compliance of Radio Base Stations
and Fixed Terminals for Wireless Telecommunications Systems with basic restrictions or
reference levels relaed to Human Exposure to Radio Frequency Electromagnetic Fields from
300 MHz to 40 GHz. The minimum separation distance from the antenna to general

bystander is 20 cm (7.9 inches).

Australia

This system has been evaluatedfor RF exposure as referenced in the Australian Radiation
Protection standard and has been evaluated to the ICNIRP (nternational Commission on
Non-lonizing Radiation Protection) limits. The minimum separation distance from the
antenna to general bystander is 20 cm (7.9 inches).

20091016 FC Domandint]
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CE ©@mpliance

Declaration of Conformity with Regard to the EU Directive 1999/5/EC
(R&TTE Directive)

This declaration is only valid for configurations (combinations of software, firm ware and
hardware) supported or provided by Cisco Systems for use within the EU. The use of
software or firmware not supported or provided by Cisco Systems may result in the
equipment no longer being compliant with the regulatory requirements.

Ewnrapokn Toea ofopyABaHe OTTOBAPA HA CBLUSCTEEHUTE M3MCKEAHWA W MPUNOKUMI
[Bulgarian] knay3u Ha Jupektiea 199%/5/EC.
Cesky Toto zafizeni je v souladu se zakladnimi poZadavky a ostatnimi odpovidajicimi
[Czech]: ustanovenimi Smérnice 199%/5/EC.

Dansk Dette udstyr er i overensstemmelse med de vaesentlige krav og andre
[Danish]: relevante bestemmelser i Direktiv 1992/5/EF.

Deutsch Dieses Gerat entspricht den grundlegenden Anferderungen und den weiteren
[German]: entsprechenden Vorgaken der Richtlinie 1959/5/EU.

Eesti See seade vastab direktiivi 1999/5/EU clulistele nduetele ja teistele

[Estorian]: asjakohastele satetele.

Engliske This equipment is in compliance with the essential requirements and other

g relevant provisions of Directive 1999/5/EC.

Espafiol Este equipo cumple con los requisitos esenciales asi como con otras
[Spanish]: disposicienss de la Directiva 1999/5/CE

Exknvikr AuTd; o eEomMOUSE EVCL TOF CUPLOPPWST HE TIC 0LOWDEEIC aMaITAGEL Kal
[Greek]: akher oyeniké Saralew e Obnyiag 1999/5/EC.

Frangais Cet appareil est conforme aux exigences essentielles et aux autres dispesitions
[French]: pertinentes de la Directive 1999/5/EC.

[slenska petta taeki er samkvaemt grunnkrofum og odrum videigandi akvaedum
[leelandic]: Tilzkipunar 1999/5/EC.

ltaliano Questo apparato & conforme ai requisiti essenziali ed agli altri principi sanciti
[ltalian]: dalla Direttiva 1999/5/CE.

Latviski STiekarta athilst Dirsktivas 1999/5/EK batiskajam prasibam un citiem ar to
[Latwvian]: saistitajiem noteikumieml

Lietuviy Sis jrenginys tenkina 1999/5/EB Direktyvos esminius reikalavimus ir kitas Sios
[Lithuanian]: direktyveos nuostatas.

MNederlands Dit apparaat veldeet aan de essentiele eisen en andere van toepassing zijnde
[Duteh]: bepalingen van de Richtlijn 1999/5/EC.

Malti Dan l-apparat huwa kenformi mal-Rtigiet essengali u l-provedimenti -ofira
[Maltese]: rilevanti tad-Direttiva 1999/5/EC.

Magyar Ez a készilek teljesiti az alapvetd kovetelményeket és mas 1999/5/EK
[Hunaarian]: iranyelvben meghatirozott vonatkozd rendelkezéseket.

Morsk Dette utstyret er i samsvar med de grunnleggende krav og andre relevants
[Nerwegian]: bestermmelser i EU-direktiv 1999/5/EF.

Polski Urzadzenie jest zgodne z ogélnymi wymaganiami oraz szczegélnymi

[Palish]: warunkarmi okreslonymi Dyrektywa UE: 1999/5/BC.

Portugués Este equipamento esta em conformidade com os requisitos essenciais e outras
[Portuguese]: provisdes relevantes da Directiva 1999/5/EC.

Romiana Acest echipament este in conformitate cu cerintele esentiale sicualte
[Rornanian] prevederi relevante ale Directivei 1999/5/EC.

Slovenskeo Ta naprava je skladna z bistvenimi zahtevami in ostalimi relevantnimi pogaji
[Slovenian]: Direktive 1999/5/EC.

Slovensky Toto zariadenie je v zhode so zakladnymi poZiadavkami a inymi prislusnymi
[Slovak]: nariadeniami direktiv: 1999/5/EC.

Suomi Tama laite tayttaa direktipvin 1999/5/EY olennaiset vaatimukset ja on siina
[Finnish]: asetettujen muiden laitetta koskevien maardysten mukainen.

Svenska Denna utrustning ar i dverensstammelse med de vdsentliga kraven och andra
[Swedish]: relevanta bestammelser 1 Direktiv 1999/5/EC.
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Note: The full declaration of conformity for this product can be found in the Declarations of
Conformity and Regulatory Information section of the appropriate product hardware
installation guide, which is available on Cisco.com.

The following standards were applied during the assessment of the product against the
requirements of the Directive 1999/5/EC:

A Radio: EN 300 328
A EMC: EN 301 4891 and EN 301 48917
A safety: EN 60950 and EN 50385

The CE mark and class?2 identifier are affixed to the product and its packaging. T his product
conforms to the following European directives:

c € @ -1999/5/EC

National Restrictions

This product is for indoor use only.

France

For 2.4 GHz, the output power is restricted to 10 mW EIRP when the product is used
outdoors in the band 2454 - 2483 5 MHz. There are no restrictions when used in other parts
of the 2.4 GHz band. Check http://www.arcep.fr/ for more details.

Pour la bande 2,4 GHz, la puissance est limitée a 10 mW en p.i.r.e. pour les équipements
utilisés en extérieur dans la bande 2454- 2483,5 MHz. Il n'y a pas de restrictions pour des
utilisations dans d'autres parties de la bande 2,4 GHz. Consultez http://www.arcep.fr/ pour
de plus amples détalils.

Italy

This product meets the National Radio Interface and the requirements specified in t he

National Frequency Allocation Table for Italy. Unless this wireless LAN product is operating
within the boundaries of the owner's property,
Please check http://www.comunicazioni.it/it/ for more details.

Questo prodotto & conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano
Nazionale di ripartizione delle frequenze in Italia. Se non viene installato all 'interno del

it

proprio fondo, | '"utilizzo di prodat toineWiGealee 1d eld A

Consultare http://www.comunicazioni.it/it/ per maggiori dettagli.

Latvia
The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic
Communications Office. Please check http://www.esd.lv for more details.

24GHzfre kven?u joslas izmantoganai ?rpus telp?m
sakaru direkcijas. Vair?k inform?cijas: http://www.esd.|v.

Note: The regulatory limits for maximum output power are specified in EIRP. The EIRP level
of a device can be calculatel by adding the gain of the antenna used (specified in dBi) to the
output power available at the connector (specified in dBm).

4®R119Rev A
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Antennas

Use only the antenna supplied with the product. 20090312 CE_Gateway
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Introduction

Introduction

Welcome to the exciting world of h igh-speed Internet and high-quality digital

telephone service. Your new Cisco Model DPC3925 DOCSIS 3.0 or EPC3925

Eur oDOCSI SE Wireless Residential Gateway wit
is a cable modem that meets industry standards for high-speed data connectivity

along with reliable digital telephone service. The DPC3925 and EPC3925 residential

gateway delivers data, voice and wired (Ethernet) or wireless gateway capabilities to

connect a variety of devices in the home or small office and support high-speed data

access and coskeffective voice services, all in one device. With a DPC3925 or

EPC3925 residential gateway, your Internet enjoyment, home and business

communications, and personal productivity will surely soar.

This guide provides procedures and recommendations for placing, installing,
configuring, operating, and troubleshooting your DPC3925 and EPC3925 residential
gateway for high -speed Internet and digital telephone service for your home or
office. Refer to the appropriate section in this guide for the specific information you
need for your situation. Contact your service provider for more information about
subscribing to these services.

Benefits and Features

Your new DPC3925 and EPC3925 residential gateway offers the following
outstanding b enefits and features:

P Compliant with DOCSIS 3.0, 20,and1xst andards al ong with Pacl
and EuroPacket Cabl eE s p eendgeifooraricéamchs t o del i

reliability

P High performance broadband Internet connectivity to energize your online
experience

P Two-line embedded digital voice adapter for wired telephony service

P Four 1000/100/10BASE-T Ethernet ports to provide wired connectivity

P 802.11n Wireless Access Point

P Wi-Fi Protected Setup (WPS), including a push button switch to activate WPS for
simplified and secure wireless setup

P User configurable Parental Control blocks access to undesirable Internet sites

P Advanced firewall technology deters hackers and protects the home network
from unauthorized access

P Attractive compact design that allows for v ertical, horizontal, or wall -mounted
operation

12 4021192 Rev A
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Introductiol

Color-coded interface ports and corresponding cables simplify installation and
setup

DOCSIS5 compliant LED labeling and behavior provides a user and technician
friendly method to check operational status and act as a troubleshooting tool

Allows automatic software upgrades by your service provider

13
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What's In the Carton?

When you receive your wireless residential gateway, you should check the
equipment and accessories to verify that each item is in the cartonand that each item
is undamaged. The carton contains the following items:

One power adapter (models

One of the DOCSIS Residential o
requiring external power supply)

Gateway models (DPC3925 or
EPC3925):

One Ethernet cable (CAT5/RJ-45) ~ One CD-ROM

If any of these items are missing or damaged, please contact your service provider
for assistance.

Notes:

P You will need an optional cable signal splitter and additional standard RF
coaxial cables if you want to connect a VCR, a Digital Home Communication s
Terminal (DHCT) or a set-top converter, or a TV to the same cable connection as
your wireless residential gateway.

b Cables and other equipment needed for telephone service must be purchased
separately. Contact your service provider to inquire about the eq uipment and
cables you need for telephone service.
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Front Panel Description

The front panel of your residential gateway provides LED status indicators that
indicate how well and at what state your residential gateway is operating. See Front
Panel LED Status Indicator Functions (on page 99), for more information on front
panel LED status indicator functions.

LY DPC3925

1 2 3 4 5 6 7 8 9 10 T13354

Model DPC3925 shown here

POWERIM ON, power is applied to the wireless residential gateway

DSA ON, the wireless residential gateway is receiving data from the cable
network

3 USi On, the wireless residential gateway is sending data to the cable
network

4 ONLINE i ON, the wireless residential gateway is registered on the
network and fully operational
5 ETHERNET 1 - 4ii ON, a device is conneded to one of the Ethernet ports.

BLINKING indicates that data is being transferred over the Ethernet
connection

6 USBI ON, a device is connected to the USB port. BLINKING indicates that
data is being transferred over the USB connection

7 WIRELESS LINK A ON, the Wireless Access Point is operational.
BLINKING indicates that data is being transferred over the wireless
connection. OFF indicates that the wireless access point has been disabled
by the user

8 WIRELESS SETUPA OFF (normal condition) wireless setup is not active.
BLINKING indicates the user has activated wireless setup to add new
wireless clients on the wireless network

9 TEL1A ON indicates telephony service is enabled. Blinks when line 1 is in
use. OFF indicates that phone service for TEL 1 is not enabled

10 TELZ2A ON indicates telephony service is enabled. Blinks when line 2 is in
use. OFF indicates that phone service for TEL 2 is not enabled
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BackPanel Description

Back Panel Description

The following illustrations show the description and function of the back panel
components on the Cisco DPC3925 residential gateway.

Model DPC3925

Model EPC3925 T14517

1

16

POWERI Connects the residential gateway to the AC power adapter that is
provided with your residential gateway

m CAUTION:

Avoid damage to your equipment. Only use the power supply
that is provided with your residential  gateway.

ON/OFF SWITCH (European models only) fi Allows you to power of the
residential gateway without removing the power cord

MAC ADDRESS LABEL i Displays the MAC address of the residential gateway

TELEPHONE 1 and 2ii RJ11 telephone ports connect to home telghone wiring
to conventional telephones or fax machines

USBiA Connects to selected client devices

ETHERNET A Four RJ45 Ethernet ports connect to the Ethernet port on your PC
or your home network

CABLER F-connector connects to an active cable signal from your ®rvice
provider
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Back Panel Descripti

WIRELESS SETUPA Pressing this switch initiates wireless setup, this feature
allows the user to add new Wi-Fi Protected Setup (WPS) compliant wireless
clients to the home network

RESETA A momentary pressing (1-2 seconds) of this switch rebods the EMTA.
Pressing the switch for more than ten seconds first causes a reseto-factory -
default of all settings and then reboots the gateway

m CAUTION:

The Reset button is for maintenance purposes only. Do not use
unless instructed to do so by your cabl e or telephone service
provider. Doing so may cause you to lose any cable modem
settings you have selected.

17
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What Are the System Requirements for Internet Service?

To ensure that your residential gateway operates efficiently for high -speed Internet
service, verify that all of the Internet devices on your system meet or exceed the
following minimum hardware and software requirements.

Note: You will also need an active cable input line and an Internet connection.

Minimum System Requirements for a PC
P A PC with a Pentium MMX 133 processor or greater
P 32 MB of RAM

P Web browsing software

b

CD-ROM drive

Minimum System Requirements for Macintosh
P MAC OS 7.5 or later

P 32 MB of RAM

System Requirements for an Ethernet Connection

P A PC with Microsoft Windows 2000 operatin g system (or later) with TCP/IP
protocol installed, or an Apple Macintosh computer with TCP/IP protocol
installed

P An active 10/100/1000BASE-T Ethernet network interface card (NIC) installed
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How Do | Subscribe to Hi§pheed Internet and Telephone
Service?

Before you can use your residential gateway, you need to have a high-speed Internet
access account. If you do not have a highspeed Internet access account, you need to
set up an account with your local service provider. Choose one of the options in this
section.

| Do Not Have a Hifpeed Internet Access Account

If you do not have a high-speed Internet access account, your service provider will
set up your account and become your Internet Service Provider (ISP). Internet access
enables you to send and re@ive e-mail, access the World Wide Web, and receive
other Internet services.

You will need to give your service provider the following information:

P The serial number of the modem

P The Media Access Control (MAC) address of the modem (CM MAC)
P Other MAC addre ss numbers as needed

These numbers appear on a bar code label located on the residential gateway. The
serial number consists of a series of alphanumeric characters preceded byS/N. The
MAC address consists of a series of alphanumeric characters preceded byCM MAC .
The following illustration shows a sample bar code label.

WAN MAC Address

alvarae creiewooeu s carewsy MM IIWESTT;A?;;?;;;:;
MTA MAC 0011E6CE1242

P/N: 4033836 PVT LAN MAC:0011E6CE1243

CISCO  input 15vi=i5A LRI RT oot
HW:1.0 S/N 202025992

O rece X LTI paoe e
B — C 0011E6CE <J|.te of mfg: 05/06 |u||u| iy

| |
Serial Number CM MAC Address T14361

Write down these numbers in the space provided here.

Serial Number

MAC Address
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| Already Have an Existing Higleed Internet Acceascount

If you have an existing high -speed Internet access account, you must give your
service provider the serial number and the MAC address of the residential gateway.
Refer to the serial number and MAC address information listed previously in this
section.

| Want to Use the Application Server for Telephone Service

You will also need to set up a telephone account with your local service provider to
use your residential gateway for telephone service. When you contact your service
provider, you may be able to transfer your existing telephone numbers, or your cable
telephony service provider will assign a new telephone number for each current or
additional active telephone line. Discuss these options with your telephony service
provider.
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Where Is the Bekbcation for My DOCSIS Residential
Gateway?

The ideal location for your residential gateway is where it has access to outlets and
other devices. Think about the layout of your home or office, and consult with your
service provider to select the best location for your residential gateway. Read this
user guide thoroughly before you decide where to place your residential gateway.

Consider these recommendations:

b
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Choose a location close to your computer if you will also use the residential
gateway for high -speed Internet service.

Choose a location that is near an existing RF coaxial connection to eliminate the
need for an additional RF coaxial outlet.

Choose a location for the residential gateway that is adjacent to your telephone
equipment if you are using only one or two pieces of telephone equipment.

Note: If you are using the residential gateway to provide service to several
telephones, a professional installer can connect the residential gateway to your
existing home telephone wiring. To minimize changes to t he home telephone
wiring, you may want to locate the residential gateway near an existing
telephone outlet.

Choose a location that is relatively protected from accidental disturbance or
harm, such as a closet, basement, or other protected area.

Choose a bcation so that there is plenty of room to guide the cables away from
the modem without straining or crimping them.

Airflow around the residential gateway should not be restricted.

Read this user guide thoroughly before installing the residential gateway.
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How Do | Mount the Modem on a Wall? (Optional)

You can mount the residential gateway on a wall using two wall anchors, two
screws, and the mounting slots located on the unit. The modem can be mounted
vertically or horizontally.

Before You Begin

Before you begin, choose an appropriate mounting place. The wall can be made of
cement, wood, or drywall. The mounting location should be free of obstructions on
all sides, and the cables should be able to easily reach the residential gateway
without strain. Leave sufficient clearance between the bottom of the residential
gateway and any flooring or shelving underneath to allow access to cabling. In
addition, leave enough slack in all cables so that the residential gateway can be
removed for any required maintenanc e without disconnecting the cables. Also,
verify that you have the following items:

P Two wall anchors for #8 x 1-inch screws
P Two #8 x 1-inch pan head sheet metal screws

P Drill with a 3/16 -in. wood or masonry bit, as appropriate for the wall
composition

P A copy of the wall -mounting illustrations shown on the following pages

Mount the modem as shown in one of the following illustrations.

| Horizontal Mounting |

Mounting Mounting
Screws Holes

1/4 in.
(0.65 cm)

««@

Screw

T14357
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Vertical Mounting I

Mounting Mounting
Screws Holes

I

T14358

Location and Dimensions of the Wallinting Slots

The following illustration shows the location and dimensions of the w all-mounting
slots on the bottom of the modem. Use the information on this page as a guide for
mounting your modem to the wall.

r .

4"
I 101.6 mm 1

T13898
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Mounting the Residential Gateway on a Walll
1 Using a drill with a 3/16 -inch bit, drill two holes at the same height and 4 inch es
apart.

Note: The preceding graphic illustrates the location of the mounting holes on the
back of the residential gateway.

2 Are you mounting the residential gateway into a drywall or concrete surface
where a wooden stud is available?
A If yes, go to step 3.

A If no, drive the anchor bolts into the wall, and install the mounting screws
into the anchor bolts; leave a gap of about 1/4-inch between the screw head
and the wall. Then, go to step 4.

3 Install the mounting screws into the wall; leave a gap of about 1/4 -inch between
the screw head and the wall. Then, go to step 4.
Verify that no cables or wires are connected to the residential gateway.

5 Lift the residential gateway into position. Slip the large end of both mounting
slots (located in the back of the residertial gateway) over the mounting screws,
and then slide the residential gateway down until the narrow end of the keyhole
slot contacts the screw shatft.

Important: Verify that the mounting screws securely support the residential
gateway before you release the unit.
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What Are the Requirements for Telephone Service?

Number of Telephone Devices

The R311 telephone-style connectors on the residential gateway can each provide
telephone service to multiple telephones, fax machines, and analog modems.

The maximum number of telephone devices connected to each Rd1 port is limited
by the total Ringing Load of the telephone devices that are connected. Many
telephone devices are marked with a Ringer Equivalent Number (REN). Each
telephone port on the residential gateway can support up to a 5 REN load.

The sum of the REN load on all of the telephone devices attached to each port must
not exceed 5 REN.

Telephone Device Types

You can use telephone devices that are not labeled with a REN number, but the
maximum number of attached telephone devices cannot be accurately calculated.
With telephone devices that are not labeled, each device should be connected and
the ring signal should be tested before adding more devices. If too many telephone
devices are attached and the ring signal can no longer be heard, telephone devices
should be removed until the ring signal works properly.

Telephones, fax machines, and other telephone devices should use the center 2 pins
of the R}11 connectors to connect to the residential gateway teéphone ports. Some
telephones use other pins on the RJ11 connectors and require adapters in order to
work.

Dialing Requirements

All your telephones should be set to use DTMF dialing. Pulse dialing is typically not
enabled by your local provider.

Telephae Wiring Requirements

The residential gateway supports connecting to the interior telephone wiring as well
as connecting directly to a telephone or fax machine. The maximum distance from
the unit to the most distant telephone device must not exceed 1000 &et (300 meters).
Use 26gauge twisted-pair, or larger, telephone wiring.

Important: Connection to an existing or a new permanently installed home
telephone wiring network must be done by a qualified installer.
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How Do | Connect My Gateway for Interdef@ephone
Service?

26

You can use your residential gateway to provide both telephone service and to
provide Internet access, and you can share that Internet connection with other
Internet devices in your home or office. Sharing one connection among many
devices is called networking.

Connecting and Installing Internet Devices

Professional installation may be available. Contact your local service provider for
further assistance.

To connect devices

The following diagram illustrates one of the various networking options that are
available to you.

Power
Adapter

Home Telephone Wiring \
Line 2 \ | Ethernet

i g b |\ Cable
4 =) "'J,‘I = /5_‘4' =

| Cable-Ready TV,

U VCR, or Set-Top
J‘ : Converter

Y 4 -

Home Telephone Wiring

Line 1 T14356

Connecting thResidential Gatewfy HighSpeed Data and
Telephone Service

The following installation procedure ensures proper setup and configuration for the
residential gateway.

1 Choose an appropriate and safe lo@tion to install the residential gateway (close
to a power source, an active cable connection, your PGi if using high -speed
Internet, and your telephone linesii if using VolIP).
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How Do | Connect My Gateway for Internet and Telephone

WARNING:

Ve

A To avoid personal injury, follow the installation instructions in the exact
order shown.

A To prevent possible damage to equipment, disconnect any other telephone
service before connecting your cable modem to the same wires.

A Hazardous electrical voltages can exist on the telephone ports on the
residential gateway and can be pr esent on any connected wiring including
Ethernet wiring, telephone wiring and coax cable.

A Telephone wiring and connections must be properly insulated to prevent
electrical shock.

A Telephone connections to an installed home telephone wiring network
must be done by a qualified installer. The cable telephone service
provider may offer professional installation and connection to the home
telephone wiring network. A fee may be charged for this service.

A Wiring and connections must be properly insulated to prevent  electrical
shock.

A Disconnect power from the residential gateway before attempting to
connect to any device.

2 Power off your PC and other networking device; then, unplug them from the
power source.

4021192 Rev A

Connect the active RF coaxial cable from your service provder to the coax
connector labeled CABLE on the back of the residential gateway.

Note: To connect a TV, DHCT, settop, or VCR from the same cable connection,
you will need to install a cable signal splitter (not included). Always check with
your service provider before using a splitter as a splitter may degrade the signal.

Connect your PC to the residential gateway using either of the following
methods.

A

>

Ethernet Connection: Locate the yellow Ethernet cable, connect one end of
the Ethernet cable to the Ethemnet port on your PC, and connect the other end
to the yellow ETHERNET port on the back of the residential gateway.

Note: To install more Ethernet devices than ports provided on the residential
gateway, use an external multi-port Ethernet switch(s).

Wirele ss: Make sure that your wireless device is powered up. You will need
to associate your wireless device with the wireless gateway once the gateway
is operational. Follow the directions provided with your wireless device for
associating with a wireless acces point.

More information about the factory default configuration of your wireless
gateway can be found later in this user guide in Configure Wireless Settings
(on page 38).
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5 Connect one end of a telephone jumper cable (not included) to a telephone outlet
in your home or to a telephone or fax machine. Then connect the other end of the
jumper cable to the appropriate R}11 TELEPHONE port on the back of the
residential gateway. The telephone ports are light gray and are labeled 1/2 and 2
or 1 and 2 depending on the region of the world the residential gateway is used.

Notes:

i Make sure to connect your telephone service to the correct RJL1 port. For
single line telephone service, connect to port 1/2 or 1.

T In North America, residential g ateways have multi-line capability on the
RJ11 telephone port labeled 1/2. Line 1 is on pins 3 and 4 of port 1/2,
and Line 2 is supported on pins 2 and 5. In Europe, residential gateways
support only one line per port. Line 1is on port 1 and line 2 is on port 2.

I Telephones that require electrical connectors other than RJ11 may
require an external adapter (sold separately).

6 Locate the AC power cord provided with your residential gateway. Insert one
end of the power cord into the AC connector on the back of the residential
gateway. Then, plug the AC power cord into an AC outlet to power -up the
residential gateway. The residential gateway will perform an automatic search to
locate and sign on to the broadband data network. This process may take up to 2
5 minutes. The modem will be ready for use when the POWER, DS, US and
ONLINE LEDs on the front panel of the residential gateway stop blinking and
remain on continuously.

7 Plug in and power on your PC and other home network devices. The LINK LED
on the residential gateway corresponding to the connected devices should be on
or blinking.

8 Once the residential gateway is online, most Internet devices will have
immediate Internet access.

Note: If your PC does not have Internet access, refer toFrequently Asked
Questions (on page 94) for information on how to configure your PC for TCP/IP.
For Internet devices other than PCs, refer to the DHCP or IP Address
configuration section of the User Guide or Operations Manual for those devices.
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How @ | Configure My DOCSIS Residential Gateway?

To configure your residential gateway, you must first access the WebWizard
configuration pages. This section provides detailed instructions and procedures for
accessing the WebWizard pages and for configuring your residential gateway to
operate correctly. This section also presents examples and descriptions of each
WebWizard configuration page. Use the WebWizard pages to customize your
residential gateway to your needs rather than using the default settings. The
WebWizard pages in this section are organized in the order shown on the Setup

page.
Important: The WebWizard pages and the examples shown in this section are for
illustration purposes only. Your pages may differ from the pages shown in this

guide. The pages shown in this guide also represent the default values for the
device.

Note: If you are not familiar with the network configuration procedures detailed in
this section, contact your service provider before you attempt to change any of the
residential gateway default settings.

Logging in to the Gateway for the First Time

The default configuration of the gateway uses IP address 192.168.0.1. If you have
connected the gateway correctly and you have properly configured your computer,
use the following steps to log in to the gateway as an administrator.

1 Onyour PC, open the web browser that you prefer to use.

4021192 Rev A 29



HowDo | Configure My DOCSIS Residential Gateway?

2 Inthe address field, enter the following IP address: 192.168.0.1A Status DOCSIS
WAN login page similar to the following page opens.

LogIn

User Natme:
Paszword:
hlodel. Cisco EPC3925
Wendor: Cisco
Hardware Revision: 1.0
Serial Mumber: 222596078
MAC Address: D223 cends: 75
Bootloader Revision: 2.3.0_R1
Current Software Revision:  epe3925-ESIP-16-w302r12911-09102%¢
Firmuware Name: epc3f25-ESIP-16-w302r12911-09102%¢.bin
Firtmeeeare Build Time: Oct 29 2009 15:48:04
Cable Modem Status: Operational
Downstream Channels
Power Level Signal to Hoise Ratio
Channel 1: 174 dBmwv 33.9 dBmwv
Channel 2: 0.0 dBmwv 0.0 dBmv
Channel 3: 0.0 dBmv 0.0 dBmv
Channel 4: 0.0 dBmv 0.0 dBmv
Channel 5: 0.0 dBmv 0.0 dBmv
Channel & 0.0 dBmv 0.0 dBmv
Channel 7 0.0 dBmv 0.0 dBmv
Channel & 0.0 dBmv 0.0 dBmv
Upstream Channels
| Power Level
Channel 1: H1.0 dBmv
Channel 2: 0.0 dBmv
Channel 3 0.0 dBmv
Channel 4: 0.0 dBmv

3 On the Status DOCSIS WAN page, leave the User Name and Password field
blank and click Log In. The gateway opens with an Administration Management
page in the forefront. You can use the Administration Management page to
change your User Name and Password.

At this point you are logged into the gateway. You can select any of the setup
and management web pages. However, you were directed to the Administration
Management to serve as a reminder to set up a new password.

Important: We highly recommend that you set up a new password to safeguard
against the possibility of Internet attacks that look for devices operating with
well-known or factory default user names and/or passwords.
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Setup Wirgless Security ' = i I U Status Log OFF

[fianagement] Reporting Diag

Gateway Setup{WAN)

Internet Connection Type Cornection Mode: | DHCP v |
mTy MTU size: b ]
Gateway Access
Local Access Current User hame:
Change Current User Name to:

Re-Enter Mew Password: I:I

SECURITY WWARMIMNG - The password is currently setto
the factory default password. As a security measure it is
highly recommended that you change the password,

Remote Access Remate Management: O Enabte @ pisable
Management Port: !_8080 |
UPRP: Okenable @ pisable
IGMP Proxy: @ enable O Disable

Save Settings Cancel Changes

4 On the Administration Management page, create a User Name and Password
and then click Save Settings. Once you save the settings foryour User Name and
Password on the Administration Management page, the Setup Quick Setup page
opens.

Important: You have the option to leave the password field blank (factory

default). However, if you do not change your User Name and Password, you
will be directed to the Administrative Management page each time you access
the gateway. This serves as a reminder to set up your personalized password.

Once you have personalized your Password, subsequent logins will take you
directly to the Setup Quick Setup page.

5 After you make your selections, click Save Settings to apply your changes or
Cancel Changesto cancel.

Setup > Quick Setup

The Setup Quick Setup page is the first page to open after you have logged on to
your gateway . You can use the settings on this page to change your password and to
configure the WLAN.

Important: The settings on this page are unique to your device. If you choose, you
do not need to make any changes to the settings on this page. These default settigs
are all that you need to operate a secure wireless network.
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! Applications
Resirictions & Gaming

PSEN  wieess securiy

Administration Status Log OFF

LanSetup” "OONS

Lser Matme: uset

Change Passvword to; ﬁ

Re-Entter MNew Passward: |

Wireless Metwork: (2 Enable O Disable
‘Wireless hetwork
Narme (SSIDY: ‘:’Cedws
Wireless Security

e | WPA-Personal b
Encryption: [P+ aEs v

|zzz508078

Pre-Shared Key:

Configuring Quick Settings

Use the descriptions and instructions in the following table to configure the network
settings for the device. After you make your selections, click Save Settings to apply
your changes or click Cancel Changesto cancel.

Section Field Description

Change Password User Name
Displays the user name for the operator currently logged in
Change Password to
Allows you to change your password
Re-Enter New Password

Allows you to re-enter the new password. You must enter the same
password as the one entered in the field Change Password to
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Field Description

WLAN

Wireless Network

Allows you to enable or disable the wireless network . Select the
desired option:

A Enable
A Disable
Wireless Network Name (SSID)

Allows you to enter a name for your wireless network or to use the
default value. The value you enter he will be viewable on PCs and
other wireless client devices such as the wireless network name.

Note: The factory default Service Set Identifier (SSID) is normally
equal to the last 6 characters of the CM MAC Address. The CM MAC
Address can be found on the rating label attached to your wireless
gateway.

Wireless Security Mode

Allows you to select a wireless security mode to help protect your
network. If you select Disable then your wireless network is not
secure and any wireless device within range may connect to it. See
Wireless Security (on page 42) for detailed descriptions of wireless
security modes.

Note: The factory default Wireless Security Mode is WPA or
WPA2-Personal.

Encryption

Allows you to select a level of encryption based on the wireless
security mode you choose. SedNireless Security (on page 42) for
detailed descriptions of encrypti on.

Pre-Shared Key

The pre-shared key for the device. The key can be from 8 to 63
characters. The factory default PreShared Key is equal to the 9digit
serial number of your gateway. The serial number can be found on
the rating label attached to your wir eless gateway.

Note: Your service provider may provide you with a wireless
configuration card that contains SSID and wireless security
configuration information for your home network that may differ
from what is described above.
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34

Setup > Lan Setup

The Sdup Lan Setup page allows you to configure the settings for the Local Area
Network (LAN) in your home. These settings include the range of IP addresses that
define the LAN itself as well as how the addresses are assigned (automatically by

DHCP or manually) as new devices are added to the network.

Important: Unless you are knowledgeable about administering IP addresses, we
recommend that you do not change these settings. If you change these values

incorrectly, you can lose Internet access.

Selectthe Lan Setup tab to open the Setup Lan Setup page.

A iang 4 . -
Wireless Security 5 0 Adiministration Status Log OFF
S B
Network Setup (LAN)
Local IP &ddress: 1821658 0 1
Subnet Mask: 255255.1255 |..0
Gateway IP
WWarning: Changes to LAM IP network settinas may reguire reconfiguration of all
attached devices. Some netwark devices may be out of service urtil the change is
detected
Hetwork Address . O]
DHCP Server: @® @ pi
Server Settings (DHCP) =/ Enable Disable
[ Pre-assigned DHCP P Addresses J
Starting IP Address: 192165, 0 10
Maximum Mumber of |2
DHCP Users:
Cliert Lease Time: |60 minutes (0 means one day)
LAN 1 Static DM 1 o .0 .a o
LAN 4 Static DNS 2 L .0 .a o
LAN 1 Static DNS 3 U |0 .a o
Time i Time Zong:
| (3MT) Greenwich Mean Time : Dublin, Edinburgh, Lishon, London
O Automatically adjust clock for daylight saving time

Save Settings

Configuring Your Network Settings

Use the descriptions and instructions in the following table to configure the network
settings for your residential gateway. After you make your selections, click Save

Settings to apply your changes or click Cancel Changesto cancel.

Section Field Description
Network Setup Local IP Address
(LAN) The base IP @dress of the private home LAN . The factory default
Gateway IP LAN IP Address is 192.168.0.1.
Subnet Mask

The subnet maskfor your LAN
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Section Field Description
Network Address DHCP Server
(SDeLv(e::;)Settmgs Allows you to enable or disable the DHCP server in the

residential gateway. The DHCP server is used to automatically
allocate IP addresses to devices as they are attached to your home
network .

-

A Connected Devices Summary page

Click Connected Devices Summary in the Lan Setup page. The
Connected Devices Summary pageopens. This page is a popup
window that displays the MAC Address and IP Address of the
devices that are connected to the residentialgateway.

Connected Devices

Summary

Connected Devices Summary

Connected to

Eth-Switch Lan(d)
802.11 RF (WiFi)

MAC Address

00:15:58:7E:46:41
00:1F:3C:CD.CT.FE

Assign IP Address

192.166.0.10
192.168.0.11

ECTTE  EETEE

-

A Pre-assigned DHCP IP Address espage

Click Pre-assigned DHCP IP Addresses in the Lan Setup page.
The Pre-assigned DHCP IP Addresses page opens. This page
allows you to assign a specific IP address to a PC or other device
when they request an IP address using DHCP. Only addresses
within the range of the gateway's DHCP address pool can be
reserved with this feature.

Pre-assigned DHCP IP
Addresses

Pre.assigned DHCP IP Add

MAC Address :
AssigntalP:

Al Static IP

MAC Address P Address Status

00:15:58: e 4hcd1 == 192168010 Active
001t 3cedcfife <-= 192.168.0.11  Active

Remaove Static 1P

i———————————— ——  ——— ———— — — suall|
Notes:

i The Add Static IP button adds the Static IP address to the
list of pre -assigned IP addresses.

I The Remove Static IP button removes the Static IP
address from the list of pre-assigned IP addresses

Starting IP Address

Displays the starting address used by the built-in DHCP server to
distribute Private LAN IP addresses. Because the device default
IP addressof the gateway is 192.1.0.1, the starting IP address
must be 192.1680.2 or greater, but smaller than 192.1680.253 The
default Starting IP Address is 192.1680.10.
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Section Field Description
Maximum Number of DHCP Users

Enter the maximum number of users to which the DHCP server
can assign IP addresgs for use in the LAN. This number cannot
be greater than 25} minus the starting IP address described
above.

Client Lease Time

The Client Lease Time is the amount of time an IP address is
valid. IP address leases are renewed automatically by your PC
and other devices that use DHCP to obtain IP addresses. If a lease
is allowed to expire, the IP address will be returned to the pool of
available IP addresses that can be assigned by the DHCP server
as new devices are added to your network. The default is 60
minutes when the gateway is online.

LAN Static DNS (Domain Name Server) 1 -3

DNS is used by a PC or other client devices to discover the public
IP address associated with a URL or the namebased address of a
website. You can manually specify which DNS servers are to be
used by devices in your network by entered the IP addresses of
those servers inthese fields. Otherwise, the gateway will forward
the DNCS server information from your service provider
automatically. The default is to leave these fields blank.

Time Settings Time Zone

Select the time zone for your location. If your location follows
daylight saving time, select Automatically adjust clock for
daylight saving time .

Setup > DDNS

Dynamic Domain Name Service (DDNS) provides the residential gateway (that may
have a changing IP address) with a host name or URL resolvable by network
applications through standard DNS queries. DDNS is useful when you are hosting
your own website, FTP server, or other server behind the device. Before using this
feature, you need to sign up for DDNS service.

Selectthe DDNS tab to open the Setup DDNS page.
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Field Description

DDNS
Service

Disabling DDNS (Factory Default Settings)

To disable DDNS, selectDisabled from the drop -down list and click Save
Settings.

m Wireless Security ;"E“::I:mn‘ E.E‘::‘:‘:‘;"\ Adrainistration Status Log OFF

DDNS
DDHS Service

fDisabled )

User Name:

DONS semvice is not enabied,

Enabling DDNS

Note: In order to use the DDNS feature, you must first set up an account and
establish a URL with www.DynDNS.org. The DDNS feature will not work
without a valid account.

To set up aDDNS account, open your browser and enter www.DynDNS.org
in the address bar. Follow the instructions on the website to set up an account.

To enable DDNS, follow these steps.
1 Onthe DDNS page, selectwww.DynDNS.org as your DDNS server.

FSE@N  woeess  secumy  pamee f‘:“:;;‘:]ng"\ Administration Sttus Log OFF

Guicksetip’ Tanseup’ [BONS]

DDHS Service

ssssss

Configure the following fields:
User Name
Password

Host Name

@ D>

Click Save Settings. The device will now advise the DDNS service of your
current WAN (Internet) IP address whenever this address changes.

Important: The Status area of the window will display the status of the
DDNS service connection.
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Configure Wireless Settings

This section describes the options available from the Wireless pages that you can use
to configure the parameters of the WAP to meet your specific requirements and
needs.

Wireless > Basic Settings

Setting up your residential gateway for wireless communication provides you with
the freedom to connect to the Internet from any location within range of the WAP
without having to use wired connections. Select the Basic Settings tab to open the
Wireless Basic Settings page.

The Wireless Basic Settings page allows youo choose your wireless network mode
and other basic features.

Wireless Network: Enable or Disable

Wireless Configuration: Manual or Wi -Fi Protected Setup(WPS)
Network Mode

Radio Band

Channel Width

Standard Channel

U U U U U U U

Wireless Network Name (SSID)

WiFi Praected Setup (WPS)

When you select Wi-Fi Protected Setup (WPS)as your wireless configuration, many
settings will be pre -configured. WPS allows simplified setup that allows you to
easily attach new WPA-enabled devices to your network.

Important: When using WPS mode, WEP is not supported. If you must use WEP
encryption, WPS must be disabled by setting the Wireless Configuration to Manual .

Note: WPS is the default setting.
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Wireless Configuration ¥liProtected Setup Example

A Applications
Restrictions & Gaming

setp  [PNWElSSS  Securty

Administration Status Log OFF J

MAC Filter

ecurty Advanced Settings YWD'S Settings
Basic Settings
Wireless Network: (& Enable (7 Disable

Wireless Configurstion: O Manual = Wi-Fi Protected Setup

Wi-Fi Protected Setup™
Use one of the following for each Wi-Fi Protected Setup supported device:

1. If your client device has 2 Wi-Fi
Protected Setup button, click or press that
button, and then click the button on the
right.

OR
2. If your clizd device has & Wi-Fi Protected Setup PIN number, enter that number here

94380507 | and then click

OR
3. 1f your client ssks for the Gatevvay's PIN number, erter this number 12345670 in

your client device. and then click

Wi-Fi Protected Setup Status: Configured
Hetwork Hame {S51D): cedd?s
Security: psk

Wireless Passphrase:

Save Settings Cancel Changes

Wireless Configuration ¥liPrdected Setup Page Description

Use the descriptions and instructions in the following table to configure the basic
settings for Wi-Fi Protected Setup for the residential gateway. After you make your
selections, click Save Settings to apply your changes or Cancel Changesto cancel.

Section Field Description

Basic Settings  Enable or Disable the wireless network
Wi -Fi Protected Setup Configuration

The Wi-Fi Protected Setup feature automatically configures an
encryption -secured, wireless network. To use Wi-Fi Protected Setup, you
must have at least one other device that supports Wi-Fi Protected Setup
in your network. After you have configured your Wi -Fi Protected Setup
devices, you can manually configure other devices.

WPS Push Button Setup (Option 1)

Press the Wi-Fi Protected Setup button on the Basic Wireless Settings
page or the button on the back panel of the gateway to register a wireless
client with the gateway. Press the Wi-Fi Protected Setup software button
on the client side at the same time as the WiFi Protected Setup button is
pushed on the gateway. The connection will be automatically set up.
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Section Field Description
WPS Setup Using Your Wi -Fi Adapter PIN (Option 2)

This is the most secure option to register a wireless client with the
gateway. You need the Wi-Fi Protected Setup PIN number, which is
found in the client Wi -Fi Protected Setup utility. After entering the client's
Wi-Fi Protected Setup PIN number, you can then connect to the gateway.

WPS Setup Using the Gateway PIN (Option 3)

Note the gateway's Wi-Fi Protected Setup PIN number that is displayed
on the Wi-Fi Protected Setup page Click the Register button in Option 3,
then using any Wi-Fi Protected Setup client utility or Microsoft Vista,
enter the gateway's Wi-Fi Protected Setup PIN number into the client
device to complete registration.

WirelesLonfiguratioManual Page Example

Wireless Basic Settings Page Description

Use the descriptions and instructions in the following table to manually configure
the basic settings for wireless communication for the residential gateway. After you
make your selections, click Save Settings to apply your changes or Cancel Changes
to cancel.
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